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Agenda  – Secure Network Applications 

Internet Security InfrastructureInternet Security Infrastructure
Collection of components, protocols, functions and interCollection of components, protocols, functions and interfacesfaces
for support of secure Internet applicationsfor support of secure Internet applications

SETECS Security Framework SETECS Security Framework 
Collection of methods, tools, components and interfacesCollection of methods, tools, components and interfaces
for rapid and standardized design and development offor rapid and standardized design and development of
secure Internet applications  secure Internet applications  

SETECS Secure Applications SETECS Secure Applications 
Customized secure Internet applications built using Customized secure Internet applications built using 
Security Framework and supported by Security InfrastructSecurity Framework and supported by Security Infrastructureure

Example : Example : Integrated, global, endIntegrated, global, end––toto––end end 
WebWeb––based secure applicationsbased secure applications
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Secure Network Applications – Requirements  

Request

DB

User Web Server
Response

Browser

Security Requirements :Security Requirements :
–– Local login (local authentication)Local login (local authentication)
–– Remote login (remote authentication Remote login (remote authentication –– bilateral)bilateral)
–– Access control at the remote server (resources)Access control at the remote server (resources)
–– Authorization (transactions)Authorization (transactions)
–– Protection of messages (confidentiality and integrity)Protection of messages (confidentiality and integrity)
–– Traffic protection and integrity (replay, lost messages, etc)Traffic protection and integrity (replay, lost messages, etc)
–– Authenticity of a sender (digital signatures)Authenticity of a sender (digital signatures)
–– Authenticity of a recipient (enveloping)Authenticity of a recipient (enveloping)
–– MultiMulti––party transactions and protocolsparty transactions and protocols
–– Group transactions (conference, quorum)Group transactions (conference, quorum)
–– NonNon––repudiationrepudiation
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Current Situation 

Problem :Problem :
Development and deployment of secure network applicationsDevelopment and deployment of secure network applications
–– Complicated, expensive, longComplicated, expensive, long
–– Compliance to standards and interoperabilityCompliance to standards and interoperability
–– Not transparent and not userNot transparent and not user––friendlyfriendly

Solution :Solution :
Security Framework: collection of readySecurity Framework: collection of ready––made components made components 
(objects) for common PKI, smart cards, and crypto(objects) for common PKI, smart cards, and crypto
functions and protocolsfunctions and protocols

Security Framework :Security Framework :
–– Concept (how to solve the problem)Concept (how to solve the problem)
–– Methodology (approach to use the concept)Methodology (approach to use the concept)
–– Set of components (dev toolkit, plus runSet of components (dev toolkit, plus run––time platform)time platform)
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Secure Network Applications 
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Security Administration and Management 
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Server
Administration Authorizations
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Internet Security Infrastructure – Authorization Scheme 
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Internet Security Infrastructure – Global PKI 
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Internet Security Infrastructure – Layered Structure 
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Agenda  – Secure Network Applications 

Internet Security InfrastructureInternet Security Infrastructure
Collection of components, protocols, functions and interCollection of components, protocols, functions and interfacesfaces
for support of secure Internet applicationsfor support of secure Internet applications

SETECS Security Framework SETECS Security Framework 
Collection of methods, tools, components and interfacesCollection of methods, tools, components and interfaces
for rapid and standardized design and development offor rapid and standardized design and development of
secure Internet applications  secure Internet applications  

SETECS Secure Applications SETECS Secure Applications 
Customized secure Internet applications built using Customized secure Internet applications built using 
Security Framework and supported by Security InfrastructSecurity Framework and supported by Security Infrastructureure

Example : Example : Integrated, global, endIntegrated, global, end––toto––end end 
WebWeb––based secure applicationsbased secure applications
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Security Framework – Interface   
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Security Framework – Login

User SETECS
Security System
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Protection of Local Files    
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Protection of Local Files    
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Protection of Local Files    



16

Copyright © SETECS, Inc. 2005 - All rights reserved

Secure Applications 

Secure applications :Secure applications :
1.   SETECS ready1.   SETECS ready––made applicationsmade applications
2.   Third2.   Third––party development (new applications)party development (new applications)
3.   Existing (standard Windows) applications 3.   Existing (standard Windows) applications 
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Applications Drop–Down Menus
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Development of Customized Applications  
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Integration with Windows Explorer 
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Integration with Windows Explorer 
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Integration with Windows Explorer 
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Integration with Internet Explorer 
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Encrypted and Signed Software Modules 
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Security Framework – Conclusions  

Security Framework :Security Framework :

–– Concept (how to solve the problem)Concept (how to solve the problem)

By creating a set of generic security modules for the most commoBy creating a set of generic security modules for the most commonn
security components, functions, and protocols and isecurity components, functions, and protocols and integrating themntegrating them
with existing (standard) and new (customwith existing (standard) and new (custom--developed) applicationsdeveloped) applications

–– Methodology (approach to use the concept)Methodology (approach to use the concept)

Templates for new applications, procedure for integration Templates for new applications, procedure for integration 
with standard applications, and transparent invocatwith standard applications, and transparent invocation  ion  

–– Set of components (Dev Toolkit, plus runSet of components (Dev Toolkit, plus run––time platform)time platform)

Crypto objects, security protocols, readyCrypto objects, security protocols, ready––made client/servermade client/server
components, and several available applications  components, and several available applications  
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Agenda  – Secure Network Applications 

Internet Security InfrastructureInternet Security Infrastructure
Collection of components, protocols, functions and interCollection of components, protocols, functions and interfacesfaces
for support of secure Internet applicationsfor support of secure Internet applications

SETECS Security Framework SETECS Security Framework 
Collection of methods, tools, components and interfacesCollection of methods, tools, components and interfaces
for rapid and standardized design and development offor rapid and standardized design and development of
secure Internet applications  secure Internet applications  

SETECS Secure Applications SETECS Secure Applications 
Customized secure Internet applications built using Customized secure Internet applications built using 
Security Framework and supported by Security InfrastructSecurity Framework and supported by Security Infrastructureure

Example : Example : Integrated, global, endIntegrated, global, end––toto––end end 
WebWeb––based secure applicationsbased secure applications
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Current SETECS Products  

SETECS Products :

OneCARD™
Smart cards middleware system supporting 
Java and file cards, compliant with OCF, GSA, 
CAC, and ISO 7816 standards

OneManager™
Security Administration and Management
(Registration DB, LDAP Directory, smart cards)

OnePKI™
Full PKI: Top Level CA Server

Policy CA Server
Hierarchy CA Server
Local CA Server

OneNET™
Client/server security system 
(Secure E-mail, SSL, SMIME, Java Security, WSS Security 

Server, OASSIS SAML Server)

OneGroup™
Group Security System compliant to GSAKMP standard 
(secure instant messaging, whiteboard, shared documents)
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SETECS OneCARD™  – Smart Cards System  
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SETECS OneManager™ – Credentials Management 
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SETECS OnePKI™ – Full Certification Infrastructure
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SETECS OnePKI™ – Integrated PKI Management   
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SETECS OneNET™ – Secure Client and Secure Proxy Server
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SETECS OneGroup™ – Administration of Servers and Policies
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SETECS OneGroup™ – Administration of Servers
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Agenda  – Secure Network Applications 

Internet Security InfrastructureInternet Security Infrastructure
Collection of components, protocols, functions and interCollection of components, protocols, functions and interfacesfaces
for support of secure Internet applicationsfor support of secure Internet applications

SETECS Security Framework SETECS Security Framework 
Collection of methods, tools, components and interfacesCollection of methods, tools, components and interfaces
for rapid and standardized design and development offor rapid and standardized design and development of
secure Internet applications  secure Internet applications  

SETECS Secure Applications SETECS Secure Applications 
Customized secure Internet applications built using Customized secure Internet applications built using 
Security Framework and supported by Security InfrastructSecurity Framework and supported by Security Infrastructureure

Example : Example : Integrated, global, endIntegrated, global, end––toto––end end 
WebWeb––based secure applicationsbased secure applications
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Web Security – Authentication, AC and Authorization 
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Web Security – Authentication, AC and Authorization 
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Security in Federated Domains  
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Integrated Security System  – Competitive Analysis  

XML/SAML Protocol 

Smart Cards
Administration

Web Server
(E–mail security)

SSL Protocol 

GSA Protocol 

Sec Admin Identity
Management

LDAP/X.500
Directory

CA Server
(PKI)

Web Services
Security

Mobile
Security

Web Services
Security

Group
Security

Mobile
Security

Web Services
Security

Group
Security

PKI Vendors: 
Entrust
Verisign
Baltimore
beTrusted
RSA Security

Firewall: 
Bluefire
Intermec
Certicom
TrustDigital

VPN Box: 
NetScreen
NOKIA
Symantec
Whale

SC Vendors: 
ActiveCard
Gemplus
G&D
Schlumberger
Oberthur

WSS Vendors: 
Netegrity
Oblix
DataPower
RSA SecurityClinet Vendors: 

RSA Security
Entruts
SafeBoot
PointSec
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SETECS – Technical Advantages   

–– All products implemented in Java (run on all platforms) All products implemented in Java (run on all platforms) 

–– Encrypted software modules (selfEncrypted software modules (self––protected against viruses)protected against viruses)

–– Smart cards enabledSmart cards enabled

–– Combined and integrated with SELinux RBAC policyCombined and integrated with SELinux RBAC policy

–– Applicable to a federated environment (multiple security domApplicable to a federated environment (multiple security domains)ains)
through crossthrough cross––certified PKIs certified PKIs 

–– Single (“Windows Explorer” Single (“Windows Explorer” –– like) interface for all productslike) interface for all products

–– Standards compliant (verification and interoperability)Standards compliant (verification and interoperability)

–– Supports GSAKMP standard for group key managementSupports GSAKMP standard for group key management
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SETECS – Financial Advantages   

“Securing e-Collaboration”, Andrew 
Jaquith, @stake, Inc., Dec 2002

Cost of Security       $790Cost of Security       $790--1,490       $2701,490       $270--370370

SETECS SETECS $190$190--220        $110220        $110--140             140             

• Over 70% cost reduction
• First with GSAKMP-based secure group applications
• On-demand security for mobile applications
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